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Fusion of Focal Loss’s cyber threat intelligence entity extraction
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Abstract: Cyber threat intelligence contains a wealth of knowledge of threat behavior. Timely analysis and process of
threat intelligence can promote the transformation of defense from passive to active. Nowadays, most threat intelligence
that exists in the form of natural language texts contains a large amount of unstructured data, which needs to be converted
into structured data for subsequent processing using entity extraction methods. However, since threat intelligence con-
tains numerous terminology such as vulnerability names, malware and APT organizations, and the distribution of entities
are extremely unbalanced, the performance of extraction methods in general field are severely limited when applied to
threat intelligence. Therefore, an entity extraction model integrated with Focal Loss was proposed, which improved the
cross-entropy loss function and balanced sample distribution by introducing balance factor and modulation coefficient. In
addition, for the problem that threat intelligence had a complex structure and a wide range of sources, and contained a
large number of professional words, token and character features were added to the model, which effectively improved
OOV (out of vocabulary) problem in threat intelligence. Experiment results show that compared with existing mainstream
model BILSTM and BiLSTM-CREF, the F1 scores of the proposed model is increased by 7.07% and 4.79% respectively,
which verifies the effectiveness of introducing Focal Loss and character features.
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TIME s} 1) 146 Apparently, the breach started on September 6, 2021.
VIRUS SR A 232 Buckeye uses a variant of DoublePulsar.
SOFTWARE EiER 46 The group has succeed in comprising Microsoft Exchange.
TYPE Bl il 27 Conducting DdoS attacks on key historical dates is not new.
LOCATION | 5% 4 (X 185 The top 10 regions targeted by BEC scammers are led by the U.S. .
ORG HAR) T 181 Symantec will continue to monitor their activities and respond in kind.
ATTACKER Wik 195 Lazarus was subsequently implicated in the WannaCry ransomware attacks.
VERSION fAS 5 Both Windows 7 and Windows Server 2008 ceased receiving support.
oS BAE RS 30 Researchers implemented ESP in Simple Gallery, a popular app on Android.
EVENT ek 39 Symantec believes that the attackers behind the Anthem breach are part of a highly
resourceful cyberespionage group called Black Vine.
ATTACK K =R 113 Leafminer attempts to infiltrate target networks through various means of intrusion:

watering hole websites, vulnerability scans of network services
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5

« 00

palll3

i 43 %

4 FHRH

HRRRLE
T TAE, ARCFERIN T HEF CNN
BRI BILSTM B APRHE, LAAE CRF RS2
HRIEHN T Focal Loss 8 R E. NIGIE A ELE, A
TIRAT I RS, MR AP R A i R
4 JBIR T A AR K bR OGS RY 1 B R 52
BT hR2 A AN T4, #Bk Focal Loss J&, A
SRR R BT F1 ECRBE T 0.56%, IEFH
T IR P BEER T KR
5N T ERFRE BRI M RE IR . T
JE R R AL B K BT AR, 43 I FS R BiLSTM
CNN FEURE, A F1 28BN T 2.07%F

4.1

0.62%. [FIBF AT A3 4433, CNN LA LE T Rets
PEEL— 2 B 5 AR S T R 17 4 LA R
K, WA REERaAARAE, R, R B
5 21 BILSTM XA P BE 520 3 K

6 VEANE R T AP EEERE. R 6 1]
DAE LRI, 5] NERFRHIERER 2 E 52T+ ORG.
ATTACKER 250 2KRe 1. X—IMGERH, %
GTVESZ R T IR LR AEER) OOV [a] i, T4
SCHE AL RS I 2 5] A BN SUE BRI N R

g
42 TERET5IEERBEE R T

DNk — W U1 i PR 5 i ) R O A R A
REFIREIR, ASCHEAT TP 15 ] R A R4
AT LS, PEREA L AN 4 R .

*z4 RER K R E XS HE B 14 RE Ay 820
kit ETENEEA P R F1
(CNN-BiLSTM)-BIiLSTM-CRFy Focal Loss 72.06% 40.26% 51.66%
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SEA 1 We reported these apps to [Microsoft]orc and they subsequently removed them from their [store]sorrware.
BiLSTM We reported these apps to [Microsoft]orc and they subsequently removed [them] from their [store].
BiLSTM-CRF We reported these apps to [Microsoft]org and they subsequently removed them from their [store]sorrwarg.

(CNN-BiLSTM)-BiLSTM-CRF,

We reported these apps to [Microsoft]org and they subsequently removed them from their [store]sorrwarg-

The malware ( [Android.Doublehidden]yirys ) is localized in the Persian language, which aims to compromise

The malware ( [Android.Doublehidden] ) is localized in the Persian language, which aims to compromise

e 2 Android apps.
BiLSTM [Android]os [apps].
BiLSTM-CRF

(CNN-BiLSTM)-BiLSTM-CRFy,

The malware ([Android.Doublehidden] ) is localized in the Persian language, which aims to compromise
[Android]os [apps].

The malware ( [Android.Doublehidden]virys ) is localized in the Persian language, which aims to compromise
[Android]os apps.

This command was then seen searching for all the computer objects in the Active Directory database with filter
condition like *server* or *2003* or *7* (returning all [Windows Server]os, [Windows Server]os [2003]vgrsion,

This command was then seen searching for all the computer objects in the Active Directory database with filter
condition like *server* or *2003* or *7* (returning all [Windows]os [Server], [Windows]os [Server] [2003], or

This command was then seen searching for all the computer objects in the Active Directory database with filter
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or [Windows]os [7]version instances).
BIiLSTM

[Windows]os [7] instances).
BiLSTM-CRF

(CNN-BiLSTM)-BiLSTM-CRFy,

condition like *server* or *2003* or *7* (returning all [Windows]os [Server], [Windows Server] [2003], or
[Windows]os [7] instances).

This command was then seen searching for all the computer objects in the Active Directory database with filter
condition like *server* or *2003* or *7* (returning all [Windows]os [Server], [Windows]os [Server] [2003], or
[Windows]os [7] instances).
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